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ISR PROCEDURAL GUIDE

As a designated Information Security Representative (ISR), you have been given authorization,
by the Civil Service Commission, to create and maintain CAMPS Logon ID’s for the employees in
your jurisdiction.

This security level includes the ability to create new Logon ID’s, assign security levels, and
designate the data groups (jurisdictions and/or departments) that each user within your
jurisdiction may access. You may also grant ISR security rights to other users in your
organization.

Your ISR Logon ID can be identified by the last byte — all security id’s must end with the
number ‘8.

In addition to the administrative functions listed above, this id will also allow you to perform the
regular data entry functions of CAMPS.

THE SYSTEM MESSAGE SCREEN

After a successful login to CAMPS, a System Message screen will display. If there have been
recent changes to the system, or if there is general information of which you should be aware, a
message will display here. Please take a moment to read this before proceeding. To continue,
click OK.

System Message:

Message Detail

Welcome to the County and Municipal Personnel System (CAMPS).

Following the System Message, the Inventory screen for your jurisdiction will display.
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CREATING A NEW LOGON ID

To access the Administrative functions, click on “Admin” on the top menu bar. The following

options will display: /

Select
Jurisdiction

User Name: TEST EXAMPLE
Tunis. Base: Not Selected

Hom e New Transaction Admin Reports Queries Help Logout

Admin Menu

Seled fromMenu Items:

Q. AAEmployeeHistory
Q, Establish User

@, UserData Group

To create a new logon id, click on the magnifying glass icon in the “Detail” column next to the
“Establish User” option. The AA USER screen will display:

AA User

Last Mame: ‘ |

This screen includes fields for
Last Name, First Name, Logon

ID, and Data Group. When Logon ID: I:I

Data Group: | Seledt V|

First Marme: ‘ ‘

creating a new Logon ID, these
four fields should be left blank.

(® Active () Inactive

! Add New | I Clear || Search |

/

Click the ADD NEW button. The AA USER DETAIL screen will display.
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AA User Detail
Us

*User Last Name: | |

=User First Name: | |

/ User Middle Initial: l:l
User Suffix: I:I

_ =User Password: I:l
required

“User Type: | 4 an User W

Red fields are

*Seaurity Level: | Salect v

*User Status: | gajact v

TeamlID:  Sojoct W

Date Password Changed: |

Date Last Access: |

Email Address: |

|
|
Inadive Date: | |
|
|

Phone Number: |

Save ” Cancel |

You will notice that several fields on this screen (such as User Last Name, User First Name, User
Logon ID) display in RED, and are preceded by as asterisk. These fields are required, and must be
completed before the record will be accepted.

Complete each applicable field, as indicated below:

EMPLOYEE NAME

Enter the full name of the employee in the appropriate fields: User Last Name, User First
Name, User Middle Initial and, if applicable, User Suffix (Sr, Jr, Esq, etc.).

When entering a last name, embedded blanks and commas are not allowed;
however, hyphens and apostrophes are acceptable.
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USER LOGON ID

Type the 7-character Logon ID that you are assigning to the user. If the employee has
already been assigned a Logon ID to access mainframe systems such as RAPS or PMIS, it is
recommended that the same Logon ID be used for the CAMPS system.

e The first three bytes of the ID must match the first three bytes of the ISR’s id. This
code identifies your jurisdiction. This is the system default and cannot be changed.
e The last four bytes should be the first four letters of the employee’s last name

(i.e. Mary Jones might be C9AJONE). In the case of duplicates, the accepted practice is to
replace the last letter of the Logon ID with a number (i.e. C9AJON1).

Keep in mind that the Logon ID field is case-sensitive! We recommend that you create
Logon ID’s in ALL CAPS for consistency.

USER PASSWORD

Type a password for the employee. Passwords must be between 5-7 characters, and are case-
sensitive! We recommend that you use the Logon ID as their initial password.

Users will be required to change their password the first time they log into CAMPS.

USER TYPE

The only option available to appointing authorities will be “A - AA User.”
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SECURITY LEVEL

From the drop-down menu, select the appropriate security level for the employee.
Valid security levels are as follows:

Data Entry
0 The user may submit transactions but not approve them.
Upon submission, the status will be “Pending AA App 1.”
Data Entry and First Level AA Approval
1 The user may submit transactions and approve them.
Upon submission, the status will be “Pending AA App 2.”
Data Entry and Both Levels of AA Approval
2 The user may submit and approve all transactions, including those
requiring a second level of approval. *
8 Security Administration
Also includes data entry, and both levels of AA Approval.
Inquiry and Report Generation
I The user may view the inventory screen but cannot “Select”
individual inventory items. Access to Queries and Reports.
Inquiry for Managers
M The user may view the inventory AND “Select” individual
transactions. Access to Queries and Reports.

* NOTE: Some actions, such as Leaves of Absence and Salary Adjustments, are

automatically approved once they pass all validations.

USER STATUS

Valid options are “A-Active” or “I-Inactive.” Select “A-Active” for a new employee.

TEAM ID

This option is not available to appointing authorities.

DATE PASSWORD CHANGED

This is a display-only field. It will show the date of the most recent password change.
For a new Logon ID, the field will be blank.
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DATE LAST ACCESS

This field will display the last date on which the user accessed CAMPS. Again, for a new
Logon ID, the field will be blank.

INACTIVE DATE

This is a display-only field. If the USER STATUS field is set to “Inactive,” the date of that
change will be reflected in the Inactive Date field.

E-MAIL ADDRESS

This is a required field. It is used in conjunction with the “Forgot Password” link on the
login screen. Enter the employee’s e-mail address.

PHONE NUMBER

This is an optional field that may be used to record an employee’s telephone number.

AA User Detail
Us

*User Last Name: |Srrfth |

*User First Name: |J0hn |

User Middle Intial: I:l
User Suffix: I:I
*User Logon ID:
*User Password:
r W

*User Type:

*Seaurity Level: | 2-Data Entry, and both levels of A& Approval for all transactions W

*User Status:

TeamlID: LV

Date Password Changed: |

Date Last Access: |

Email Address: |john.5n’ith@yahoo.mm

|
|
Inadive Date:| |
|
|

Phane Mumber: |

Save l [ Cancel

_
After completing all necessary fields, click SAVE.

The message “New User Successfully Added” will display. After clicking OK, you will be returned
to the AA USER screen.
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VIEWING THE NEWLY CREATED LOGON ID

To ensure that the logon id has been created correctly, you may search for it using the AA
USER screen.

AA User
User:
Last Name: [smith | The quickest method
First Name: | \ is by typing the user’s
logonD:[ | last name in the Last
DataGmup:|Seiect V| Name field. Click

® Active OTInactive SEARCH, and all users

/ with that last name
[odven ] | e || el | will display.
il —togonp | vmervare | o | tod | Daacrowp

Q, B185MIT JOHN SMITH A 2 BRV

“DATA GROUPS”

You will notice a column on this screen called “Data Group.”

AA User
User: B

Last Name: |srr1'th

First Name‘.|

Logon ID: l:l

Data Group:| Seledt

® active O Inactive

lAd:!Newll Clear || Search |

oot togmn | brtam | s | et | Doz |

Q. piasmT JOHN SMITH A 2 BFV

“Data Group” is a term used to define the data (employee information) contained within a
specific jurisdiction. In the above example, BFV is the code for the Borough of Fairview. This
code restricts the user’s CAMPS access to only the data in that jurisdiction.

A data group will automatically be assigned to the new user, based on the data group
already in the profile of the ISR (the employee who is creating the id).
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MULTIPLE “DATA GROUPS”

In most cases, the ISR will only have access to one data group. Occasionally, however, the ISR
may have rights to more than one; for example, the Central Office and the Board of Health.

AA User Detail

*User Last Name: |Test |

*User First Name: |Another |

User Middle Intial: I:l
User Suffix: I:l
FUser Logon ID: |yg2TES?

*User Password

U0ZTESZ

=User Type:

*Seaurity Level: | 2-Data Entry, and both levels of AA Approval for all transactions

“User Status: | o-adive W

TeamID: | Salact b

Date Password Changed:

Date Last Access:

Inadive Date:

Email Address: | TEsT@YAHOD. COM

Phone Number:

v DATA GROUP DESCRIPTION

=] UA Andover - All Depts: Online

] UAH Andover - Board of Health: Online
Save ” Cancel

In these cases, when creating a new logon id, all data groups that are available to the ISR will
display at the bottom of the screen. The ISR must select the one (or more) which is appropriate
for the new user. At least one data group must be checked before clicking SAVE.
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MODIFYING AN EXISTING USER PROFILE

The ISR may modify any of the personal information within an employee’s profile, to reset a
password, change a security level, update an email address, etc.

From the Administration Menu, click on the magnifying glass icon in the “Detail” column next to
the “ESTABLISH USER” option.

Admin Menu

Seledt fromMenu Tterms:

Menu Item

Q., AAEmploy eeHistory
Q, Establish User

@, userData Group

The AA USER screen will display, with blank fields for Last Name, First Name, Logon ID, and Data
Group. One or more of these fields may now be used as search criteria to locate a specific
record. These fields are NOT case-sensitive.

AA User

Last Name: |5p.|'|1'|'|-{ |

HINT: It is not necessary to
complete all of the fields.
When searching for ONE logontD:[ ]

person, use Last Name or Data Group: | Saledt v|
Logon ID. To see EVERYONE

First Name: | |

(® Active (O Inactive

in your jurisdiction, use the
Data Group field.

AddNew | | Clear || Search |

LAST NAME — Type the employee’s last name, or the first few characters of the last name.

To further refine the search, position the cursor on the FIRST NAME field,
and type the employee’s first name. — OR -

LOGON ID - Type the employee’s Logon ID, or the first few characters of the ID. — OR -

DATA GROUP - Select a jurisdiction from this menu. This will display everyone in that
jurisdiction who has access to CAMPS.
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After entering the necessary information, click SEARCH. A table will display at the bottom of the
screen listing all those records that match the search criteria entered.

AA User
User: E

Last Name: |5m‘th

First Name: | |

Data Group:| Select V|
(® Active (O Inactive
| AddNew | [ cear || Search
T T T T T
A 2 BFV

@ pigsmT JOHM SMITH

\

Select the appropriate record by clicking on the icon in the “Detail” column, next to the
employee’s Logon ID. The AA USER DETAIL screen will display.

THE AA USER DETAIL SCREEN

The AA User Detail screen will be populated with the employee’s current profile information.
Any of these fields may be changed by positioning the cursor on the appropriate field and either
typing over the existing data, or making a new selection from the drop-down menu.
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AA User Detail

Usi

*User Last Name: |SMl'I'I-I |

*User First Name: |JDHN |

User Middle Intial: I:I

User Suffix: || Passwords are case-
User Logon ID: sensitive!
=User Password:
*User Type: (W]

*Seaurtty Level: | 5 pata Entry, and both levels of AA Approval for all transactions V'

FUser Status: | po-adive W

TeamID: N

Date Password Changed: |2f4;2015

Date Last Access: |

Email Address: |john.5r‘r1th@yahoo.com

Phone Number:l

|
|
Inadive Date:l |
|
|

I Save | Cancel

RESETTING A PASSWORD

One of the most common reasons for modifying an employee’s record is to reset a password.
This can easily be done by positioning the cursor on the USER PASSWORD field, and re-typing a
new password over the old one. Keep in mind that passwords are case-sensitive; we
recommend that all passwords be typed in upper-case.

General Password Guidelines

e The user will be forced to change their password the first time they login to CAMPS,
and the first time they login after the password has been reset by the ISR.

e Once reset, a password cannot be changed by the user for 10 calendar days. If the
password is forgotten, the employee may use the “Forgot Your Password?” link on
the login screen, or it can be reset by the ISR.

e The user will be required to change their password every 60 days.

e |f the user wishes to change their password between 10-60 days, they may do so by

clicking on the “Change Password” link on the main login screen, and following the
instructions either on the screen or in the User Manual.
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INACTIVATING A RECORD

Once created, a Logon ID cannot be deleted. If for any reason a Logon ID is no longer needed
(an employee may be on leave, may have resigned, etc.), it should be inactivated. This may be
done on a temporary or a permanent basis.

e  Toinactivate an employee’s Logon ID, open the USER STATUS drop-down menu, and
select “I-Inactive.”

A sy Dl

e Lad Bane I'EI
“Lhwiv' Firdll Mdrme: | SNOTTHER,
bbb [ndial
mer Sl
U Lionges 101
“Feer Paswwoid: || eyappsg
“Whwer Type: e
“Swowrity Lewel [ pupg Fatey, and belS el ol A4 Apgiodal Tor ol ratdactned

e <t TR

Teamli: [ - L

Otd Pasasvosl Ohangsl: | 2300
Disbey Lk Accosy:

Eraan e Do
Ermeld Sadies: | [Ty eading, CoM
Plasten Hurdie !

e ] conem
e Alogon ID may be reactivated at any time by changing the USER STATUS back to “A-

Active.”

When all changes have been made, click SAVE. The message “Successfully Updated” will display.
After clicking OK, you will be returned to the AA USER screen.

|

| ¥New Jers
(= Civil Serv
~Commission
New RAPS New . Mass ;
Home Status arde  Transachio Admin Reports SRL Chg Queries Help Logout

I

To return to the Administration Menu at any time, click on “Admin” on the top Menu Bar
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ADDING ADDITIONAL DATA GROUPS TO A LOGON ID

Occasionally an AA ISR may need to give an employee access to a second data group after the id
has been created. For example, they may already have access to the Central Office, but now
also need access to the Library’s data.

e Keep in mind that an AA ISR can only give access to the data groups that they
themselves have access to.

To grant an existing user access to an additional data group, do the following:

From the Administration Menu, click on the icon in the “Detail” column next to the USER DATA
GROUP option. The USER DATA GROUP screen will display.

Admin Menu

Seled fromMenu Items:

Menu Item

Q., AMEmploy eeHistory
q Establish User

Q User Data Group

User Data Group

Last Name: I |
When ADDING a

new data group, < User ID: I:I

Data Group: |Se}ect V‘

leave these fields
blank

@ active () Inactive

| AddNew | | Clar || sSearch |

X

This screen functions in the same manner as the AA User screen. To add an additional data

group to a user’s profile, leave all the fields blank and click ADD NEW. The USER DATA GROUP
DETAIL screen will display.
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THE USER DATA GROUP DETAIL SCREEN

(e
LOGON ID
Type the user’s 7-character Logon ID, and click NEXT. A “Data Group” drop-down box
will display.
User Data Group Detail
User:
*Logon ID: |u02TE51 Next
DATA GROUP
From the Data Group drop-down menu, select a data group.
User Data Group Delail
User:

NOTE: If the employee “Logon ID: |uozTESL \ |

already has access to a data *Data Group: ff i
group, that group will not UAH-Andover - Board of Heakth: Dnline

display in the drop-down [ swve || Ccancel |

\
\

After selecting the appropriate data group, click SAVE. The employee is now authorized to view
and/or enter data on the employees in that jurisdiction. The system will return to the USER
DATA GROUP screen.
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RESTRICTING ACCESS TO A SPECIFIC DEPARTMENT

For those jurisdictions that contain multiple departments (such as at the County level), the user
will be given access to all departments by default. However, an employee may be restricted to
viewing / entering data for only one or more specific departments within a jurisdiction.

To restrict a user to one or more departments, you must first create the id and give the
employee access to the “All Departments” level, using the steps described earlier. Once that

access is given, do the following:

1) From the USER DATA GROUP screen, type the Logon ID of the user in the User ID field.

User Data Group
User: UDZEXAS
Last Name: | / |
Data Group: | Select V|
® active () Inactive
| Add New | | Clear | | Search
-m e
U02TESL TEST ANOTHER UA Delete

2) Click SEARCH to display the data group(s) that they currently have access to.

3) Using the magnifying glass icon, select the appropriate user/data group. The USER
DATA GROUP DETAIL screen will display, which will now include a drop-down box for
Department.

User Data Group Deltail

Logon ID: | Lpyies
User Last Name: | je=7
User First Name: | s 0 HER

Mawﬂ LA = Andover ':Ill.-ir-_ijq.!ni.- L

Department:
Select a department 01 - ADMINISTRATIVE
0& - FINANCE DG
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4) Open the Department drop-down menu, and select the department that the
employee should have access to. Click SAVE. A grid will display at the bottom of the
screen showing that the employee now has access to only that department. To add a
second department, follow the same procedure.

User Data Group Detai

User: U02EXAE

Logon ID: |0 7e51
User Last Name: '._—tg

User First Name: .L\_NUTHEF:

Data Group: | Ja - andover - All Depts: Online W

Department: |Select V|
| save || cancet | | Deletenc |
Q UD2TEST UA FINANCE

5) After verifying that the correct department is displaying, click CANCEL to return to the
previous screen.

6) To verify that the employee’s access is restricted to one or more departments, enter

their User ID on the USER DATA GROUP screen, and click SEARCH.

User Data Group
User; UD2EXAS

Last Name: |¥ |

Data Group: |Se'|ect Vl

® active () Inactive

I Add New I | Clear | | Search |
U02TESL TEST AMNOTHER UA Delete 06 FINANCE

Pad

A grid will display showing the employee’s Name, User ID, and the department(s)
that they are restricted to.
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DELETING A USER’S DATA GROUP

To delete a data group from an employee’s profile, access the USER DATA GROUP screen from
the Administration menu. This screen will display blank fields for Last Name, User ID, and Data
Group. One or more of these fields may be used to locate a specific employee.

LAST NAME — Type the employee’s last name, or the first few characters of the last name.
USER ID — Type the employee’s Logon ID, or the first few characters of the ID.
DATA GROUP — From the drop-down menu, select the data group (jurisdiction) that

contains the records you wish to view.

After entering the necessary information, click SEARCH. A grid will display at the bottom of the
screen listing all those records that match the search criteria entered.

If an employee has been authorized to access more than one data group, each data group will
display on a separate line.

There are two ways to delete a data group from an employee’s profile.

1) To delete an entire data group (including individual departments), click on the word
“Delete” in the DELETE DG column.

User Data Group

User: CsC

Last Name: | \ |

Data Group: | Select \ v

® active O Inactive
[ Add New || Clear H SeaNI |
01 ADMINISTRATIVE
Q., U02EXA8 EXAMPLE TEST LA [} elete 06 EINANCE
q UD2EXA8 EXAMPLE TESL UAH Delete
-0OR-
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2) To delete only a specific department, click on the magnifying glass icon in the SELECT
column.

User Data Group

User: ]
Last Name: |
User ID: |up2EXAS
Data Group: | Salect [
® active ) Inactive
| Addnew | I Clear I I Search ]
(siea | v | starn | rstom | owacoy e
01 ADMINISTRATIVE
Q UDZEXA8  EXAMPLE TEST UA Delete S
Q UDZEXAS  EXAMPLE TEST UAH Delete

The USER DATA GROUP DETAIL screen will display, and each department that the
employee has access to will display on a separate line. To delete one or more, click

on the magnifying glass under the DELETE column. That department will then
disappear from the grid.

User Data Group Detai
User:  CSCCO

Logon ID: |(inoExas

Data Group: | A - Andover- All Depts: Online
Department: |Select V|
| sawe || cacel | | DeleteDc |
Data Group Department Code Departm ent Nam e
Q UD2EXAS UA 01 ADMINISTRATIVE
|
|q UOZEXAB ua 06 FINANCE

NOTE: The DELETE DG button on this screen will delete the entire data group, not just a
department. Please be sure that is your intention before selecting this button.

LOGGING OFF

To log out of the CAMPS system, click on the LOGOUT option on the right side of the top Menu
Bar.
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QUICK REFERENCE GUIDE Y

TO CREATE A NEW LOGON ID

e Click on ADMIN

e Click on ESTABLISH USER

e Click ADD NEW

e On the AA User Detail screen, complete all required fields.

e If a “Data Group” section displays at the bottom of the screen, select the Data Group(s)
the employee should have access to.

e Click SAVE.

TO VERIFY THAT THE NEW ID HAS BEEN CREATED

e C(Clickon ADMIN

e Click on ESTABLISH USER

e Enter a Last Name / Logon ID / or select your jurisdiction from the Data Group drop-
down menu. (It is only necessary to complete one field.)

e Click SEARCH.

e A grid will display with the user’s Logon ID, Name, Security Level, and Data Group(s).

e Toview the AA User Detail screen again, click the icon in the “Detail” column.

TO LOOK UP A PASSWORD or MODIFY EXISTING INFORMATION

e C(Clickon ADMIN

e Click on ESTABLISH USER

e Type the user’s Last Name OR Logon ID

e Click SEARCH

e Click the DETAIL icon next to the appropriate person

e The AA User Detail screen displays. To change the password, type over it. The name,
security level, status, or e-mail fields may also be changed.

e When finished, click SAVE.

TO INACTIVATE A USER

e Click on ADMIN

e Click on ESTABLISH USER

e Type the user’s Last Name OR Logon ID

e Click SEARCH

e Click the DETAIL icon next to the appropriate person

e The AA User Detail screen displays. Change the USER STATUS field to
I-Inactive.

e Click SAVE.

ISR Procedural Guide 19 8/24/2015



